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RUNS IN GITHUB, GITLAB, MCP, AND THE CLI PR #847 - add checkout retry Blocked
feat/checkout-retry - main

Security review in every

I Critical vulnerability, 4 layers deep

pUII request. minimist@1.2.5 via node-gyp - tar - mkdirp

CVE-2021-44906 - 9.8 - prototype pollution

Fix at the root
- "node-gyp": "77.1.2"
several layers deep, across GitHub, GitLab, and the + "node-gyp": "79.4.0"

Reviews the code and dependencies in each pull request,

custom setups other scanners Sklp' 2 checks -+ 1 blocking -+ 5.4s » kusari/inspector

THE PROBLEM

The diff shows a version number

A single version bump can move transitive dependencies several layers down, below the package a developer
chose. Reviewers have no practical way to follow that by hand, so the risk merges with the change.

96% 62% +107% 30%

of vulnerabilities sit at of developers trust Al- mean vulnerabilities per increase in dependency
least two layers below generated code without codebase, year over year sprawl for Al-assisted
the dependency a verification software development

developer changed

SOURCES: J.P. MORGAN PATCHMAGEDDON 2026 - NEW RELIC Al CODING 2026 - MANDIANT / GOOGLE - BLACK DUCK 2026 OSSRA - SQ
MAGAZINE

HOW IT WORKS

From install to merge decision

Install the app and pick your repositories. You get immediate feedback using trusted tooling, with results
validated against the code. Developers get the information they need to make secure decisions.

7 N 7 N 7 N 7 N
1. Connect 2. Analyze 3. Verify 4. Decide
Install the app and pick Run the industry- Test each finding against Deliver a merge decision,
your repositories. No standard analyzers for the surrounding code the root-cause fix, and a
agents, no pipeline each ecosystem in the and set aside results thread for follow-up
changes, no work from diff, across changed files that cannot be reached. questions in the pull
developers. and the dependency request.

graph.
RUNS IN GitHub App GitHub Action GitlLab CI/CD templates CLI IDE / coding agents MCP server
ECOSYSTEMS Go Node.js Python Java NET Ruby Rust Terraform OpenTofu Docker Helm
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COVERAGE

& kusari

Set the policy once. Risky changes don't merge.

Inspector enforces your security policy the same way whether a person or a coding agent wrote the change.

Known vulnerabilities

Severity, CVSS, and likelihood of exploit across direct and
transitive dependencies.

Credentials and secrets

API keys, tokens, and credentials caught before they land
in your git history.

Software licenses

Copyleft and permissiveness categorized per
dependency, so license review happens at review time.

Code weaknesses

Static analysis over the changed files, read against the
surrounding code for context.

WHAT YOUR TEAMS GET

Transitive dependencies

The layers below the package a developer changed, with
the path that pulled each one in.

Typosquatted packages

Dependency names that shadow a real package,
including ones a coding agent suggested.

Unmaintained components

The security posture of each dependency's own
repository, including projects that have gone quiet.

Pipeline and image config
GitHub workflow, Dockerfile, Terraform, and Helm issues,
plus unpinned action and container versions.

Security review where the code gets written

Every finding ships with evidence in open formats (CycloneDX, SPDX, OpenVEX) for DORA, NYDFS Part 500, PCI DSS 4.x,

SOC 2, and EU CRA reviews.

”~ ™~
Issues get fixed before they
merge
The finding posts in the pull request
with the version change that clears
it at the root, so the fix lands in one
commit.
defend.

Al code security

changes to the same policy, so your
Al investment ships code you can

One standard across every

Coding agents add dependencies team
faster than anyone can review
them. Inspector holds Al-written

Policy set at the org level, with
kusari.yaml per repo. Violations
fail the check; exceptions need
admin approval.

“If you use GitHub and you do not have this for your PR review process, you are just doing it wrong, regardless
of your risk appetite. Kusari Inspector gives clear, contextual security checks—right in your pull requests,

boom!"

JOSEPH STEIN - PRINCIPAL DATA ARCHITECT, SS&C TECHNOLOGIES

GET STARTED

Put a security review on your next pull

request.

Try Inspector on a public repo and show your team what GitHub Advanced

Security is missing. Install the GitHub App at github.com/apps/kusari-inspector or

book a walkthrough at www.kusari.dev/demo.

Free

Solo developers and open source
(OpensSSF, CNCF)

From $25 [ developer / month

Teams. Every repository your org
owns.

Built on the Kusari dependency graph by the team that maintains SLSA and built GUAC

with Google.
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